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Pay-TV Subscription

Privileged /
Revoked

Only a subscribed user is privileged to decrypt the
broadcast.
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The Subset Difference Scheme

... due to
Naor-Naor-

Lotspiech
(CRYPTO,

2001)

assumes an underlying full binary tree
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Generalization of the NNL-SD
scheme

k-SD scheme assumes a full k-ary tree instead of binary.
Example for k = 3, n = 27.

Subsets are of the form Si ,{j1,...,jc} where nodes j1, . . . , jc are
siblings in the subtree of i .
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k-SD performance

User
Storage (χk − 2)`0(`0 + 1)/2

`0 = dlogk ne
χk = #cyclotomic cosets modulo 2k − 1.

Maximum
header
length

is min (2r − 1, n − r , dn/ke).
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Impact of k-SD scheme

Plot for
MHL
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Impact of Generalization

The k-ary tree SD scheme improves MHL for r/n > δk
(a threshold value for a given k).

In Theory ... we have a hierarchy of optimization between the
NNL-SD scheme and the Power Set scheme.

Practically In applications like Pay-TV
... where the sessions change very frequently
... the number of revoked users is moderate
the communication cost can be improved.
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Thank You

Any Questions?
email: sanjayb r@isical.ac.in
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